
Welcome to the crying world of Reverse Engineering (RE) in Capture The Flag (CTF) challenges!
Reverse engineering requires you to analyze software to understand its inner workings, often
without access to the source code. This guide is designed to help you navigate RE challenges
involving binaries compiled from various programming languages like C, C++, Python, and Android
APKs.
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In RE challenges, you're typically provided with a compiled program (binary) and tasked with
understanding its functionality to:

Extract hidden information or flags
Bypass certain checks or protections
Modify behavior to achieve a desired outcome
Discover vulnerabilities

These binaries can be compiled from various programming languages, and each presents unique
challenges and requires specific tools and approaches.

1. Identify the Type of Binary:
Determine the target platform (e.g., Windows, Linux, Android).
Identify the programming language or environment if possible.

2. Set Up Your Environment:
Use a virtual machine or sandbox to analyze potentially malicious binaries.
Install required tools and dependencies.

3. Perform Static Analysis:
Examine the binary without executing it.
Use disassemblers or decompilers to understand code structure.

4. Perform Dynamic Analysis:
Run the binary in a controlled environment.
Use debuggers to observe runtime behavior.

5. Document Your Findings:
Keep detailed notes on functions, variables, and control flow.
Map out the program logic.

6. Extract the Flag:
Apply your understanding to retrieve the flag or meet the challenge objectives.

Before diving into specific types of binaries, familiarize yourself with essential reverse engineering
tools:

Disassemblers:
Ghidra: Free, open-source suite for software reverse engineering.
IDA Free: Free version of the Interactive Disassembler.
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https://ghidra-sre.org/
https://hex-rays.com/ida-free/


Debuggers:
GDB: The GNU Debugger for Linux binaries.
x64dbg: Open-source debugger for Windows applications.

Hex Editors:
HxD: Fast hex editor for Windows.
HxE: Cross-platform hex editor.

Binary Analysis Tools:
Radare2: Advanced command-line framework for binary analysis.
Binary Ninja: User-friendly reverse engineering platform (paid).

Decompilers:
Integrated into Ghidra and IDA Pro for high-level code reconstruction.

Native binaries compiled from C or C++ are common in RE challenges. These binaries may have
been compiled with optimization or obfuscation, making analysis more challenging.

Initial Steps:

Determine the File Type:
Use the file  command in Linux to identify the binary format.

file binary_name

Check for Symbols:
Symbols can aid analysis. If symbols are stripped, variable and function names will
be missing.

Scan for Protections:
Use checksec  to identify security mechanisms like NX, ASLR, PIE, Canary.

checksec --file=binary_name

Disassembly and Decompilation:
Load the binary into Ghidra or IDA to view assembly code and decompiled C code.

Analyzing Native Binaries (C/C++)
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https://www.gnu.org/software/gdb/
https://x64dbg.com/
https://mh-nexus.de/en/hxd/
https://github.com/adamcaudill/HxE
https://www.radare.org/n/
https://binary.ninja/


Rename functions, variables, and label code blocks to reflect their purpose.
Understand the Entry Point:

Identify main  or the starting function.
Trace function calls and data flow.

Identify Key Functions:
Look for functions related to input handling, encryption/decryption, and validation.

String Analysis:
Use the strings  command to find ASCII and Unicode strings.

strings binary_name

Examine strings in the disassembler for hardcoded messages or data.
Control Flow Analysis:

Map out loops, conditionals, and branching to understand program logic.
Dynamic Analysis with a Debugger:

Set breakpoints at critical functions.
Step through the execution to observe behavior.

Modify Execution Flow:
If the binary performs checks (e.g., password verification), consider patching the
binary to bypass them.
Use a hex editor or built-in patching features in Ghidra/IDA.

Dealing with Obfuscation:
Simplify complex expressions.
Inline function calls if functions are small and called frequently.

Python is an interpreted language, but compiled Python files ( .pyc ) contain bytecode that can be
reverse-engineered.

Initial Steps:

Identify Python Bytecode Files:
Look for .pyc  files or compiled packages.

Check Python Version:
The magic number in the .pyc  file header indicates the Python version used.

Python Bytecode Disassembly
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Uncompyle6:
Decompiles Python 2.x and 3.x bytecode back to readable Python source code.

uncompyle6 -o output_directory compiled_file.pyc

Decompyle++:
Decompiler for Python 3 bytecode.

PyInstaller Extractor:
Extracts Python files from executables packaged with PyInstaller.

Decompile Bytecode:
Use uncompyle6  to get the original source code.

Analyze the Source:
Read the decompiled code to understand program logic.

Handle Obfuscated Code:
If variable names are obfuscated, rename them for clarity.
Inline functions or decrypt strings if necessary.

Dynamic Analysis:
Run the script in a controlled environment.
Use a debugger like pdb  to step through execution.

Inspect Constants:
Look at constant values in the bytecode which may contain encoded information.

APKs are package files for Android applications, which can be reverse-engineered to analyze their
contents.

Initial Steps:

Unpack the APK:
APKs are zipped archives. Use unzip  to extract their contents.

Tips for Python Challenges
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https://github.com/rocky/python-uncompyle6
https://github.com/zrax/pycdc
https://github.com/extremecoders-re/pyinstxtractor


unzip app_name.apk -d output_directory

Identify the Structure:
Important directories: smali , lib , res , assets , META-INF .
Key files: AndroidManifest.xml , classes.dex .

Apktool:
Decompile and recompile APKs, decode resources, and view manifest files.

apktool d app_name.apk

JD-GUI:
Java Decompiler GUI; view decompiled Java source from .class  files.

JADX:
Decompile .dex  files to Java source code.

Bytecode Viewer:
Integrated tool for analysis of .class , .jar , and .apk  files.

smali/baksmali:
Disassemble and assemble .dex  files to and from Smali assembly.

Analyze the Manifest:
Review AndroidManifest.xml  for app permissions and components.

Decompile to Java:
Use JADX or JD-GUI to convert .dex  files to Java source code.
Read and understand the decompiled code.

Examine Native Libraries:
Check the lib  directory for native binaries ( .so  files).
Apply techniques from analyzing native binaries if present.

Look for Hardcoded Data:
Search the code for hardcoded credentials, URLs, or flags.

Handle Obfuscation:
If code is obfuscated, use deobfuscation tools or manually rename classes and
methods.

Dynamic Analysis:
Run the app in an emulator like Android Studio Emulator or Genymotion.
Use tools like Frida for dynamic instrumentation.

Inspect Resources:

Tools for APK Analysis
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https://ibotpeaches.github.io/Apktool/
http://jd.benow.ca/
https://github.com/skylot/jadx
https://bytecodeviewer.com/
https://github.com/JesusFreke/smali
https://developer.android.com/studio/run/emulator
https://www.genymotion.com/
https://frida.re/


Check assets  and res  directories for images, configurations, and other files.
Network Traffic Analysis:

Use mitmproxy or Burp Suite to intercept and analyze network communications.

Stay Organized:
Keep track of your progress, notes, and modifications.
Use version control for tracking changes in decompiled code.

Understanding Compiler Optimizations:
Compilers may optimize code heavily; recognize common patterns.
Inlined functions, loop unrolling, and other optimizations can obfuscate code.

Learn Assembly Language:
Familiarity with x86/x64 and ARM assembly languages is crucial.
Understand calling conventions, registers, and instruction sets.

Learn Scripting for Automation:
Use Python or other scripting languages to automate analysis tasks.
Leverage APIs provided by tools like Ghidra and IDA.

Practice Regularly:
Reverse engineering is a skill honed by practice.
Work on challenges from past CTFs and platforms.

Reverse Engineering Tutorials:
Beginner's Guide to Reverse Engineering Android Apps

CTF Practice Platforms:
Crackmes.one: Collection of reverse engineering challenges.
Reversing.Kr: RE challenges with varying difficulties.

Community Forums:
Reverse Engineering Stack Exchange
/r/ReverseEngineering Subreddit

Books:
Practical Reverse Engineering by Bruce Dang et al.
Reversing: Secrets of Reverse Engineering by Eldad Eilam.

Additional Tips and Resources

Helpful Links

https://mitmproxy.org/
https://portswigger.net/burp
https://www.codemag.com/Article/1711061/Reverse-Engineering-Android-Apps-A-Comparative-Approach
https://crackmes.one/
http://reversing.kr/
https://reverseengineering.stackexchange.com/
https://www.reddit.com/r/ReverseEngineering/


Reverse engineering challenges are both intellectually stimulating and rewarding. They require a
deep understanding of programming concepts, assembly language, and system internals.

Remember, patience and persistence are key. Don't be discouraged by complexity; breaking down
the problem into smaller, manageable parts is an effective strategy.

Most importantly, have fun exploring and unraveling the mysteries within the binaries!
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