PWN

A Guide to Solving PWN
Challenges in Capture The
Flag (CTF)

Welcome to the exciting realm of PWN (exploitation) challenges in Capture The Flag (CTF)
competitions! PWN challenges test your ability to find and exploit vulnerabilities in binary
executables, requiring a blend of programming knowledge, reverse engineering skills, and a deep
understanding of system internals.

This guide aims to provide you with a framework to approach PWN challenges effectively, offering
insights into common vulnerabilities and techniques used to exploit them.

Table of Contents

e Understanding PWN Challenges

e General Approach

e Tools of the Trade

e Common Vulnerabilities and Exploitation Techniques

o Buffer Overflows

o Understanding Buffer Overflows

o Techniques and Tips

o Format String Vulnerabilities

o Understanding Format Strings

o Techniques and Tips

o Return-Oriented Programming (ROP)

o Understanding ROP




o Techniques and Tips

o Heap Exploitation

o Understanding Heap Vulnerabilities

o Techniques and Tips

o Binary Protection Mechanisms

o Understanding Protections

o Bypassing Protections

e Additional Tips and Resources

e Final Thoughts

Understanding PWN Challenges

PWN challenges typically provide you with a binary executable (and sometimes the source code)
running on a server. Your goal is to find vulnerabilities in the program and exploit them to gain
unauthorized access, often to read a flag file.

These challenges test your ability to:

e Analyze binary executables.
e Understand and manipulate low-level code.
e Craft exploits to manipulate program execution.

General Approach

1. Gather Information:
e Identify the binary type (e.g., ELF, PE) and architecture (e.g., x86, x86_64).
e Determine the operating system and environment.
. Analyze Protections:
e Check what security mechanisms are in place (e.g., ASLR, NX, PIE, Stack Canaries).
3. Static Analysis:
e Disassemble and decompile the binary to understand its functionality.
e Look for dangerous functions (e.g., gets, strcpy ).
4. Dynamic Analysis:
e Run the binary locally to observe its behavior.
e Use a debugger to step through execution.
. Identify Vulnerabilities:
e Look for input handling routines that may be exploitable.
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e Test inputs to trigger unexpected behavior.
6. Develop an Exploit:
e Craft payloads to exploit the identified vulnerability.
e Bypass protections as necessary.
7. Test Locally:
e Ensure your exploit works on your machine before attempting it on the remote
server.
8. Exploit Remotely:
e Use network tools to interact with the service running the binary.
o Retrieve the flag or fulfill the challenge requirements.

Tools of the Trade

Equip yourself with essential tools for binary analysis and exploitation:

Disassemblers and Decompilers:
o Ghidra: Free, open-source reverse engineering suite.

o IDA Free: Interactive disassembler for analyzing binaries.

Debuggers:
o GDB: The GNU Debugger for Linux.

o Pwntools GDB Extension: Enhances GDB for exploit development.

o LLDB: Debugger for Unix systems.

Exploitation Frameworks:

o Pwntools: CTF framework and exploit development library.

Binary Analysis Tools:
o Binwalk: Analyzes binary files for embedded files and executable code.

o Radare2: Unix-like reverse engineering framework.
Utilities:

o Checksec: Checks binary protections.

checksec --file=binary_name

o ROPgadget: Helps in finding ROP gadgets.


https://ghidra-sre.org/
https://hex-rays.com/ida-free/
https://www.gnu.org/software/gdb/
https://github.com/pwndbg/pwndbg
https://lldb.llvm.org/
https://github.com/Gallopsled/pwntools
https://github.com/ReFirmLabs/binwalk
https://www.radare.org/n/
https://github.com/slimm609/checksec.sh
https://github.com/JonathanSalwan/ROPgadget

Common Vulnerabilities and
Exploitation Techniques

Buffer Overflows

Understanding Buffer Overflows

A buffer overflow occurs when a program writes more data to a buffer than it can hold, overwriting
adjacent memory. This can overwrite function return addresses on the stack, allowing an attacker

to control program execution.

Techniques and Tips

e Identify Vulnerable Functions:
o Look for functions that don't check input sizes (e.g., gets, strcpy, scanf with %s).
Determine Buffer Size:
o Analyze the code or use pattern inputs to find how much data fills the buffer before
overwriting the return address.
Create an Overflow Payload:
o Craft input that overflows the buffer and overwrites the return address with your
desired address.
Control Execution Flow:
o Redirect execution to a function like system("/bin/sh") or to shellcode placed on the
stack.
Account for Endianness:
o Remember that multi-byte values may need to be in little-endian format on x86
architectures.
Bypass Stack Protections:
o If stack execution is disabled (NX), use Return-Oriented Programming (ROP)
techniques.

Format String Vulnerabilities

Understanding Format Strings

Format string vulnerabilities occur when user input is used as the format string in functions like
printf , leading to unintended behavior, such as reading and writing arbitrary memory.

Techniques and Tips



Identify Vulnerable Usage:

o Look for printf(user input) instead of printf("%s", user input) .

Leak Memory:

o Use %x to read stack values, %s to read strings from memory.
Write to Memory:

o Use %n to write the number of bytes printed to an arbitrary location.

Calculate Offsets:
o Determine the position of your input on the stack to reference it in your format

string.
e Construct Payloads:
o Carefully craft the format string to read sensitive data or overwrite critical memory

addresses.

Return-Oriented Programming (ROP)

Understanding ROP

ROP is an exploitation technique that chains together small sequences of instructions ending with a
ret to perform arbitrary operations, bypassing protections like NX and ASLR.

Techniques and Tips

e Find Gadgets:
o Use tools like ROPgadget to locate useful instruction sequences in the binary or

linked libraries.
e Build a ROP Chain:
o Chain gadgets together to perform complex tasks, like setting up registers and

calling functions.

e Control the Stack:
o Ensure that the stack is properly aligned and control the return addresses to execute

your ROP chain.

e Bypass ASLR:
o Leak memory addresses through vulnerabilities to calculate the base addresses of

libraries.

Heap Exploitation

Understanding Heap Vulnerabilities

Heap-based vulnerabilities involve manipulating the memory allocator to achieve arbitrary code
execution or data corruption. Common issues include use-after-free, double-free, and buffer

overflows on the heap.



Techniques and Tips

e Analyze Heap Operations:

o Understand how the program allocates, frees, and uses heap memory.
Exploit Allocation Patterns:

o Manipulate allocations to control the layout of heap memory.

Use House of Techniques:

o Apply known exploitation techniques like House of Einherjar, House of Storm, and

others.

Abuse Metadata:

o Overwrite heap metadata to control the behavior of the allocator.
Leverage Use-After-Free:

o Free an object and then allocate it again to overwrite its contents.

Binary Protection Mechanisms

Understanding Protections

Modern binaries often include security features to prevent exploitation:

ASLR (Address Space Layout Randomization):
o Randomizes memory addresses to prevent predictable exploitation.
NX (No-eXecute) Bit:
o Marks certain memory regions as non-executable.
Stack Canaries:
o Places a random value on the stack to detect buffer overflows.
PIE (Position Independent Executable):
o Randomizes the base address of executable code.
RELRO (Relocation Read-Only):
o Makes certain sections of the binary read-only to prevent GOT overwrites.

Bypassing Protections

Leak Addresses:

o Use information disclosure vulnerabilities to determine memory addresses.

Ret2libc Attacks:

o Redirect execution to libc functions, using known offsets.

Partial Overwrites:

o Overwrite parts of addresses to reduce the impact of ASLR.

Brute Force:

o In some cases, repeatedly attempt exploitation to guess random values (less
practical).



Additional Tips and Resources

Practice Regularly:
o Exploit development requires hands-on experience. Work on practice challenges

from resources like pwnable.tw and pwnable.kr.

Understand Assembly Language:

o Deep knowledge of assembly is crucial for analyzing binaries and crafting exploits.

Familiarize with C Programming and Compiler Behavior:

o Understanding how high-level code translates to assembly helps in identifying
vulnerabilities.

Stay Updated on Exploitation Techniques:

o New methods emerge frequently. Follow blogs, conferences, and security research.

Helpful Links

Online Tutorials and Guides:

o Heap Exploitation: Guide to heap exploitation techniques.

o Pwn College: Educational platform for learning binary exploitation.
Books:

o Hacking: The Art of Exploitation by Jon Erickson.

o The Shellcoder's Handbook by Chris Anley et al.
Community Forums:

o CTF Time: Calendar of upcoming CTF events and write-ups.

o /r/[ReverseEngineering: Subreddit for reverse engineering discussions.

Tools Documentation:

o Pwntools Documentation: Comprehensive guide to using Pwntools.

Final Thoughts

PWN challenges are among the most technically demanding in CTFs, requiring a solid grasp of
computer architecture, programming, and security concepts. They are also incredibly rewarding,
offering deep insights into how systems work at a low level.

Remember to approach each challenge methodically:

o Be Patient and Persistent:
o Complex vulnerabilities can take time to understand and exploit.


http://pwnable.tw/
http://pwnable.kr/
https://heap-exploitation.dhavalkapil.com/
https://pwn.college/
https://www.nostarch.com/hacking2.htm
https://www.wiley.com/en-us/The+Shellcoder's+Handbook%3A+Discovering+and+Exploiting+Security+Holes%2C+2nd+Edition-p-9780470080238
https://ctftime.org/
https://www.reddit.com/r/ReverseEngineering/
https://docs.pwntools.com/en/stable/

e Break Down the Problem:
o Analyze the binary piece by piece; small insights can lead to breakthroughs.
e Learn from Others:
o Reading write-ups from past CTFs can expose you to new techniques and thought
processes.
e Ethical Considerations:
o Use your skills responsibly. The techniques learned should be applied within legal
and ethical boundaries, such as in controlled environments and with proper
authorization.

Above all, keep learning and stay curious. The field of binary exploitation is vast and continuously
evolving. Each challenge conquered enhances your skills and prepares you for the next.
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