Getting Started with
Forensics Challenges

Welcome to the world of Forensics in Capture The Flag (CTF) challenges! Forensics challenges are
an integral part of CTF competitions, requiring keen analytical skills and attention to detail. This
guide aims to equip you with the knowledge and tools necessary to tackle forensics challenges
involving network captures, memory dumps, and disk images.
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Understanding Forensics
Challenges

Forensics challenges simulate real-world scenarios where you analyze digital artifacts to uncover
hidden information or understand an incident. These artifacts can include:

e Network Captures (PCAPs): Files containing recorded network traffic.

¢ Memory Dumps: Snapshots of a system's RAM at a given time.

e Disk Images: Complete copies of storage media, including all files and file system
structures.

Success in forensics challenges requires a methodical approach, familiarity with various tools, and
an eye for detail.

General Approach

1. Identify the Type of Artifact: Determine whether you're dealing with a PCAP, memory
dump, or disk image.

Understand the Challenge Context: Read the challenge description carefully for clues.
Prepare Your Tools: Ensure you have the necessary software installed and configured.
Formulate a Hypothesis: Based on initial observations, decide what you're looking for.
Analyze Systematically: Follow a structured methodology to examine the artifact.
Document Your Findings: Keep detailed notes of your analysis steps and discoveries.
Extract the Flag: The ultimate goal is to find the flag, which may be hidden or encoded.
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Analyzing Network Captures
(PCAPs)

Getting Started with PCAPs

Network captures record data packets transmitted over a network. Analyzing PCAP files can reveal:

e User credentials
e Transferred files



e Malicious activities
e Hidden messages

Tools for PCAP Analysis

Wireshark: The most popular network protocol analyzer.

tcpdump: Command-line packet analyzer.

Tshark: Command-line version of Wireshark.

NetworkMiner: Extract files and data fromm PCAPs.

Brim: Advanced PCAP analysis tool with powerful query capabilities.

Tips for PCAP Challenges

Start with Protocol Analysis:

o ldentify the protocols used (HTTP, FTP, DNS, etc.).

o Use Wireshark's protocol hierarchy to see the breakdown.
Follow Streams:

o Use "Follow TCP/UDP Stream™" to reconstruct conversations.
o Check both directions of communication.

Search for Keywords:

o Look for common flag formats (e.g., CTF{} , FLAG{} ).

o Use Wireshark's search feature with regex patterns.
Extract Files:

o Use Wireshark's "Export Objects" feature to extract transferred files.
o Analyze extracted files for hidden data.
Apply Filters:

o Use display filters to focus on relevant traffic.

o Examples: http , ftp, dns, smtp , tcp.port == 80

Check for Unusual Activities:

o Look for malformed packets or anomalies.

o Analyze any encrypted or obfuscated traffic.

Memory Dump Analysis

Getting Started with Memory Dumps

Memory dumps capture the contents of system RAM, which may contain:


https://www.wireshark.org/
https://www.tcpdump.org/
https://www.wireshark.org/docs/man-pages/tshark.html
https://www.netresec.com/?page=NetworkMiner
https://www.brimsecurity.com/

Running processes and their data
Passwords and cryptographic keys
Hidden or malicious programs
Fragments of files and registry hives

Tools for Memory Analysis

e Volatility Framework: An advanced memory forensics framework.
e Rekall: Memory analysis tool similar to Volatility.
e Dumplt: Acquire memory dumps from Windows systems.

e LIME: Linux Memory Extractor for acquiring memory.

Tips for Memory Challenges

e Identify the OS Profile:

o Use the imageinfo command in Volatility to determine the operating system profile.
e Enumerate Processes:

o List running processes with pslist or pstree .

o Look for suspicious or unfamiliar processes.
e Analyze Network Connections:
o Use netscan to find open connections and ports.
Dump Process Memory:
o Extract process memory with procdump for further analysis.
Search for Strings:
o Use strings command-line tool or Volatility's strings plugin.
o Look for plaintext passwords, URLs, or flags.
Registry Analysis:
o Use hivelist and printkey to examine registry hives.
Check for Malware:
o Analyze potential malicious code with malfind .

Disk and File System Forensics
(Dead Box)

Getting Started with Disk Images


https://www.volatilityfoundation.org/
http://www.rekall-forensic.com/
https://www.comae.com/resources
https://github.com/504ensicsLabs/LiME

Disk images are exact copies of storage media, allowing you to:

Recover deleted files
Analyze file system structures
Examine installed applications
Discover hidden data

Tools for Disk Forensics

e Autopsy: Graphical interface for The Sleuth Kit.

The Sleuth Kit (TSK): Command-line tools for disk analysis.

FTK Imager: Disk imaging and data preview tool.

Bulk Extractor: Scans disk images to extract useful information.

ExifTool: Reads and writes metadata in files.

Tips for Disk Forensics Challenges

Mount the Disk Image:
o Use mount (Linux) or tools like OSFMount (Windows) to mount the image as a file
system.
File Carving:
o Recover deleted or hidden files using tools like photorec or foremost .
Search for Hidden Data:
o Look for hidden partitions or alternate data streams (ADS).
o Examine unallocated space for residual data.
Analyze File System Metadata:
o Check timestamps, file permissions, and ownership.
Examine User Data:
o Browse user directories for documents, images, and notes.
o Don't forget to check the Recycle Bin/Trash.
Look for Steganography:
o Analyze media files for embedded information.

o Use tools like StegSolve or StegoSuite.
e Check for Encrypted Files:

o ldentify encrypted archives or containers.

o Attempt to crack passwords if permissible.

Additional Tips and Resources


https://www.sleuthkit.org/autopsy/
https://www.sleuthkit.org/sleuthkit/
https://accessdata.com/product-download/ftk-imager-version-4.2.0
https://github.com/simsong/bulk_extractor
https://exiftool.org/
http://www.caesum.com/handbook/Stegsolve.jar
https://stegosuite.org/

Stay Organized:

o Keep your workspace and files well-organized.
o Use consistent naming conventions.
Automate Repetitive Tasks:

o Write scripts to automate parts of your analysis.
o Use batch processing where applicable.
Collaborate and Communicate:

o Discuss findings with teammates.

o Share insights and methodologies.

Keep Learning:

o Follow blogs, forums, and write-ups.

o Practice with sample challenges and past CTFs.

Helpful Links

e Forensics Tutorials:

o SANS Digital Forensics and Incident Response Blog

o DFIR Training
e CTF Practice Platforms:

o Cyber Defenders: Forensics labs and challenges.

o Open Cyber Challenge Platform: Open-source CTF platform.
e Cheat Sheets:

o SANS Forensics Cheat Sheets

o Wireshark Display Filter Reference

Final Thoughts

Forensics challenges offer a unique opportunity to delve into the intricacies of digital artifacts and
develop a deep understanding of investigative techniques. They require patience, attention to
detail, and a systematic approach.

Remember, practice is key. The more challenges you tackle, the more proficient you'll become.
Don't hesitate to reach out to the community, participate in discussions, and share your
experiences.

Good luck on your forensics journey!

Feel free to join us in our next Hack N' Chill session, where we collaborate on challenges and learn
together!


https://digital-forensics.sans.org/blog
https://www.dfir.training/
https://cyberdefenders.org/
https://github.com/OpenToAllCTF
https://digital-forensics.sans.org/community/cheat-sheets
https://www.wireshark.org/docs/dfref/
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